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Joint IT Committee (Brent, Lewisham and
Southwark)

Tuesday 17 November 2026
6.00 pm
Virtual MS Teams meeting — To view the meeting please visit:
lewisham.public-i.tv/core/portal/home

Membership Reserves

Councillor Ade Adewunmi (Lewisham) Councillor Daniel Dream (Lewisham)
Councillor Colin Boyle (Southwark) Councillor Matt Kelcher (Brent)
Councillor Muhammed Butt (Brent) Councillor Jake Rubin (Brent)

Councillor Gwen Grahl (Brent)
Councillor Rudi Schmidt (Lewisham)
Councillor David Watson (Southwark)

INFORMATION FOR MEMBERS OF THE PUBLIC

Access to information

You have the right to request to inspect copies of minutes and reports on this agenda as
well as the background documents used in the preparation of these reports.

Babysitting/Carers allowances

If you are a resident of the borough and have paid someone to look after your children,
an elderly dependant or a dependant with disabilities so that you could attend this
meeting, you may claim an allowance from the council. Please collect a claim form at
the meeting.

Access

The council is committed to making its meetings accessible. For details on building
access, translation, provision of signers or any other requirements for this meeting,
please contact the person below.

Contact: Abby Shinhmar, Governance Officer, Tel: 020 8937 2078; Email:
Abby.Shinhmar@brent.gov.uk
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Joint Committee of the London
Boroughs of Brent, Lewisham and
Southwark

Tuesday 17 November 2026 at 6.00 pm

To be held as an online meeting via MS Teams

The meeting will be open for the press and public to view via the
live webcast. The link to follow proceedings via the live webcast is
available HERE

Membership:
Members

Councillor Gwen Grahl (London Borough of Brent)
Councillor Muhammed Butt (London Borough of Brent)
Councillor Ade Adewunmi (London Borough of Lewisham)
Councillor Rudi Schmidt (London Borough of Lewisham)
Councillor David Watson (London Borough of Southwark)
Councillor Colin Boyle (London Borough of Southwark)

For further information contact: Abby Shinhmar, Governance Officer
Abby.Shinhmar@brent.gov.uk, 0208 937 2078

For electronic copies of minutes and agendas please visit:

Council meetings and decision making | Brent Council
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Notes for Members - Declarations of Interest:

If a Member is aware they have a Disclosable Pecuniary Interest* in an item of business, they must
declare its existence and nature at the start of the meeting or when it becomes apparent and must
leave the room without participating in discussion of the item.

If a Member is aware they have a Personal Interest** in an item of business, they must declare its
existence and nature at the start of the meeting or when it becomes apparent.

If the Personal Interest is also a Prejudicial Interest (i.e. it affects a financial position or relates to
determining of any approval, consent, licence, permission, or registration) then (unless an exception
at 14(2) of the Members Code applies), after disclosing the interest to the meeting the Member
must leave the room without participating in discussion of the item, except that they may first make
representations, answer questions or give evidence relating to the matter, provided that the public
are allowed to attend the meeting for those purposes.

*Disclosable Pecuniary Interests:

@) Employment, etc. - Any employment, office, trade, profession or vocation carried on for
profit gain.

(b) Sponsorship - Any payment or other financial benefit in respect expenses in carrying out
duties as a member, or of election; including from a trade union.

(©) Contracts - Any current contract for goods, services or works, between the Councillors or
their partner (or a body in which one has a beneficial interest) and the council.

(d) Land - Any beneficial interest in land which is within the council’s area.

(e) Licences- Any licence to occupy land in the council’s area for a month or longer.

() Corporate tenancies - Any tenancy between the council and a body in which the Councillor
or their partner have a beneficial interest.

(9) Securities - Any beneficial interest in securities of a body which has a place of business or
land in the council’s area, if the total nominal value of the securities exceeds £25,000 or one
hundredth of the total issued share capital of that body or of any one class of its issued
share capital.

**Personal Interests:
The business relates to or affects:
(a) Anybody of which you are a member or in a position of general control or management, and:
e To which you are appointed by the council;
¢ which exercises functions of a public nature;
¢ which is directed is to charitable purposes;
e whose principal purposes include the influence of public opinion or policy (including a
political party of trade union).
(b) The interests a of a person from whom you have received gifts or hospitality of at least £50 as a
member in the municipal year;

or
A decision in relation to that business might reasonably be regarded as affecting, to a greater extent
than the majority of other council tax payers, ratepayers or inhabitants of the electoral ward affected
by the decision, the well-being or financial position of:

e You yourself;

e a member of your family or your friend or any person with whom you have a close
association or any person or body who employs or has appointed any of these or in whom
they have a beneficial interest in a class of securities exceeding the nominal value of
£25,000, or any firm in which they are a partner, or any company of which they are a director

e any body of a type described in (a) above
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Introductions, if appropriate.
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1  Appointment of Chair

To confirm the appointment of the Chair for the meeting.

In accordance with Section 10 of the Joint Committee Terms of Reference
the Chair should rotate between the appointed members from each
Council at each meeting. As this meeting is being hosted by the London
Borough of Brent the practice is for the Chair of the meeting to be
appointed from the membership of that authority.

2 Apologies for Absence and Clarification of Alternate Members
3 Declarations of Interest

Members are invited to declare at this stage of the meeting, the nature
and existence of any relevant disclosable pecuniary or personal interests
in the items on this agenda and to specify the item(s) to which they relate.

4 Minutes of the Previous Meeting 1-6

To approve the minutes of the previous meeting held on Tuesday 17
March 2026 as a correct record.

5 Provision for Public Participation
6 Shared Technology Service Update Report 7-32

This report provides an update on the performance of the Shared ICT
Service.

7  Date of Next Meeting

Members are asked to note the date of the remaining Joint Committee
meeting scheduled for the 2026/27 Municipal Year, as follows:

o Tuesday 16 March 2027 - Southwark to host online — 6pm

Cvrecycle

for Brent



10

Any Other Urgent Business

Notice of items to be raised under this heading must be given in writing to
the Deputy Director Democratic & Corporate Governance (Brent Council)
or their representative in advance of the meeting.

Exclusion of Press and Public

The press and public will be excluded from the remainder of the meeting
as the final report contains the following category of exempt information
as specified in Paragraph 3, Part 1 Schedule 12A of the Local
Government Act 1972, namely:

“Information relating to the financial or business affairs of any particular
person (including the authority holding that information)”

Shared Technology Service Cyber Security Update Report

This report provides an update on the Cyber Security status, threats and
mitigations identified in relation to the Shared Technology Services.

33-42
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MINUTES OF THE JOINT COMMITTEE OF THE LONDON BOROUGHS OF BRENT,
LEWISHAM AND SOUTHWARK
Held as an online meeting via MS Teams on Tuesday 17 March 2026 at 6pm

PRESENT (as online participants): Councillor Amanda De Ryk (Chair - London Borough
of Lewisham), Councillor Stephanie Cryan and Councillor Barrie Hargrove (London
Borough of Southwark) and Councillor Jake Rubin and Councillor Mili Patel (London
Borough of Brent)
1. Appointment of Chair
It was RESOLVED that in accordance with Section 10 of the Joint Committee’s
Terms of Reference, Councillor Amanda De Ryk (London Borough of Lewisham) be
appointed as Chair for the duration of the meeting.
2. Apologies for Absence and Clarification of Alternate Members
No apologies were received.
3. Declarations of Interest
There were no declarations of interest declared by Members at the meeting.
4, Minutes of the Previous Meeting
RESOLVED that the minutes of the previous meeting of the Joint Committee of the
London Boroughs of Brent, Lewisham and Southwark held on Tuesday 25
November 2025 be approved as a correct record.
5. Provision for Public Participation
No deputations or requests to speak were received at the meeting.
6. Shared Technology Service Update Report
Prior to presenting the update report, Fabio Negro (Managing Director Shared
Technology Services) took the opportunity to introduce Stuart O’'Shea to the Joint
Committee as the Shared Technology Service’s (STS) newly appointed Head of
Operations.
Fabio Negro informed the Committee of the two recent deaths in service; Tim
Green, Head of Strategy and Technology and Frank Lee, Cyber Security Analyst
whose deaths have left the service saddened, as they were key members of the
team and will be sadly missed. The Chair sent her condolences on behalf of the

Joint Service to the team and the families involved. Fabio Negro said that he will
share the news across the service.
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Fabio Negro then introduced the report to the Joint Committee providing an update
on key performance areas in relation to the Shared Technology Service (STS).
Members noted the summary of key performance management indicators for the
service across all three Council’s, which had been included within the report and in
terms of detailed service performance, the Joint Committee was advised of the
following:

o In this reporting period (November 2025 to February 2026), SLA performance
for priority 3 (P3) operational incident issues had improved and priority 4 (P4)
operational request calls SLA had been maintained within the SLAs in the
main.

o In this reporting period (November 2025 to February 2026), SLA performance
for P3 operational incident issues and P4 average SLA operational request
calls SLA had improved when compared with the previous reporting period.
This resulted in a reduction in open calls and showed good progress in overall
operational performance with the lowest number of open calls recorded in
December 2025.

o During the same reporting period, there were 10 P1 incidents related to STS
infrastructure.

o There were 13,003 P3 logged calls during the reporting period, which was a
slight increase on Jul-Oct 2025 (1%).

o Software applications (38%), Hardware tickets (22%), Email (9%) and
Connectivity (8%) represented the largest share of raised ticket types.

o STS was currently in the 4th year of the 5-year investment plan with the
majority of the infrastructure transformation having been delivered. Over the
next calendar year, all laptops will be upgraded to Windows 11 or replaced.
This replacement was underway in all three Councils, with Brent now largely
finished. New laptops were being rolled out in Lewisham with good progress
being made and the majority of staff at Southwark now had new laptops.

o Microsoft Defender: a set of security tools designed to protect against cyber
threats and included in Microsoft M365 licensing. Using these tools will
produce significant costs saving to partners. Microsoft Defender for Cloud
project was initiated in November 2025 to replace the incumbent server
security software, CrowdStrike. It had since been rolled out across the server
infrastructure for all partners and the LGA, successfully completing in
February 2026. The project was winding down and was scheduled to close
March 2026.

o Core Network Firewall Replacement: this project successfully completed in
February 2026. This project replaced the legacy core firewall platform, which
had reached end-of-life, with a modern next-generation solution to strengthen
the network security and resilience for all STS partners. The new platform
provided enhanced protection against emerging cyber threats, improved
visibility of network activity and greater capacity to support cloud services and
hybrid working. The upgrade removed the risk associated with unsupported

Joint Committee of the London Boroughs of BrentR@@i@n&n and Southwark — 17 March 2026



infrastructure and positions the organisation to respond more effectively to
evolving security threats, while supporting future digital growth.

o Azure Arc Roll-out: project completed successfully in December 2025. This
moved the management of the services from a on-premises server
management platform to the cloud, regardless of whether the server was on-
premises or hosted in the cloud. While core systems remained appropriately
hosted within data centres, this initiative enabled them to be managed using
modern cloud-native capabilities. This included centralised policy
enforcement, enhanced security monitoring and improved compliance
reporting, delivered through the Azure control plane. Southwark had migrated
to Azure a number of years ago.

o The project represented a deliberate step towards a cloud-first operating
model, focusing on adopting cloud-native management, automation and
governance services rather than simply relocating virtual machines. It
strengthened security oversight, improved consistency across partner
environments and provided a scalable foundation for future digital
transformation.

o The aim of migrating email security to Microsoft Defender was to replace
Proofpoint for Office Microsoft 365 and Fortra. Professional services provided
by a third party were used to expedite the process to avoid renewal of the
costly Proofpoint contract. To date, the migration to Microsoft Defender for
email security had been successfully completed by STS across all partners
and now protected approx. 11,000 users.

o A major cost efficiency had been secured through the strategic replacement of
Proofpoint email filtering services, previously costing £306k, with a new
solution from Fortra delivered at £38k. This transition had produced a total
saving of £268k across the Shared Service, while maintaining (and in areas
improving) the required email hygiene and threat protection standards. The
move to Fortra also positioned the partnership for smoother integration with
Microsoft’'s Defender ecosystem should future alignment be pursued, creating
optionality while already delivering substantial financial benefit.

o As a final update, Members were advised that Southwark had now provided
notice to exit the Shared Service and will leave in March 2028. Plans were
being drawn up to incorporate new teams and principles going forward.

The Chair thanked Fabio Negro for the service performance update provided and
then invited comments from Members with the following issue(s) raised:

o Councillor M. Patel noted the positives around the lowest number of open
calls being recorded in December 2025 and noted that numbers rose again in
January 2026 and asked whether this was due to the Christmas period.
Stuart O’Shea explained that historically a rise of 14% had been seen
following the Christmas holidays. Fabio Negro added that following analysis,
it was identified that STS received approx. 50 additional calls per week due to
the laptop rollout projects.
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o Councillor Hargrove asked for the graphs and tables on the report to be titled
and queried why there were so many P2 incidents at Southwark. Fabio Negro
explained that this was due to the laptop roll out as well as other projects that
STS were working on. Councillor Hargrove asked if a P2 incident meant a
loss of service for a period of time. Fabio Negro said that a P2 was a serious
issue that was defined as an incident that resulted in either unavailability or
degradation of a service which, whilst material, did not meet the threshold for
a P1. P1 incidents affected critical Council functions.

o Further details were sought on SLAs for closing open tickets. Fabio Negro
stated that there were SLAs for the number of tickets raised for P1 and P2
incidents. There was an aim to have less than 3 P1 incidents and less than
15 P2 incidents per month. There was an aim to close P3 incidents within 8
hours of the ticket being opened. The team met 90% of the SLAs for P3
incidents and 80% for P4 incidents.

o Members asked for assurance of tickets being closed at the earliest
opportunity. Fabio Negro said that there had been an issue with reporting,
which was remedied by the team presenting pre-delivery reports. P3 incidents
had finally reached normal levels in the past 5 years. Tim Green, who had
passed away was the head of reporting and any data needed will be ready for
the next meeting.

o Whilst noting that valuable lessons had been learnt from the P1 incidents,
Members asked how STS planned to protect savings with the loss of a key
partner — Southwark. Fabio Negro noted that STS did indeed make savings
through joint procurement and this may still continue post exit. Additionally,
there will still be benefits post exit.

As no further issues were raised, the Joint Committee completed their consideration
of the update report. The Chair thanked Fabio Negro for the updates provided and
it was RESOLVED to note the progress being made across the various areas in the
detail of the report including the Inter-Authority Agreement and Southwark Council’s
notice to exit the partnership, as outlined in the report.

7. Date of Next Meetings

Members NOTED the provisional list of dates for the Joint Committee during the
2026 — 27 Municipal Year as follows:

e Tuesday 7 July 2026 - Brent to host online — 6pm
e Tuesday 17 November 2026 - Southwark to host online — 6pm
e Tuesday 16 March 2027 - Lewisham to host online — 6pm

These dates were currently being finalised and will then be subject to confirmation
by each respective partner borough.

8. Any Other Urgent Business

None identified.
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9. Exclusion of Press and Public

At this stage in proceedings the Chair advised that he intended to move into closed
session for the remainder of the meeting in order to consider a separate report for
the Joint Committee providing updates on the Cyber Security status, threats, and
mitigations in relation to the Shared Technology Services (STS).

Given the commercially sensitive nature of the details contained within the update,
the Joint Committee were advised that the report would need to be considered in
closed session which would require the Joint Committee to pass a formal resolution
excluding the press and public for consideration of the item.

It was therefore AGREED that that under Section 100A (4) of the Government Act
1972 the press and public be excluded from the remainder of the meeting for
consideration of the following item on the grounds that it would involve the
disclosure of exempt information as defined in paragraph 3 (information relating to
the financial or business affairs of any particular person, including the authority
holding that information) of Part 1 of Schedule 12A of the Act (as amended).

The online livestream was ended at this point in the meeting.
10. Shared Technology Service Cyber Security Update Report

Fabio Negro (Managing Director - Shared Technology Services) then introduced
the update report in relation to Cyber Security status, threats, and mitigations for
the Shared Technology Service (STS).

Members were advised that there had been no serious breaches or significant
changes since the last meeting except the risk relating to the conflict in the Middle
East.

In considering the report Members noted the update provided in relation to the
server Extended Defence and Response service transition from CrowdStrike to
Microsoft Defender for Cloud, with NCC assuming responsibility for monitoring
alerts via the SOC, this followed NCSC best practice. This transition provided
comprehensive visibility into incidents across the entire estate, resulting in improved
response times and more efficient escalation processes. Full migration was
completed in February 2026.

Following the findings from the PSN IT Health Check, STS were collaborating with
partners to strengthen the authentication framework. This included aligning
password policies with the FIDO standard and implementing multi-factor
authentication (MFA) using phishing-resistant technologies. STS had also initiated
strategic engagement with Microsoft to enhance user identity security and service
monitoring capabilities

Members were also provided with an update on the recent cyber security attack
which had affected a shared IT infrastructure environment across three London
Councils, who were not members of the STS. In noting the initial background
provided, members noted the measures in place across STS to mitigate against a
similar type of incident and assistance which had been offered to the boroughs
affected as they sought to respond and recover. The need to ensure continued

Joint Committee of the London Boroughs of Brean@m and Southwark — 17 March 2026



10

vigilance in terms of the defence against evolving cyber threats was recognised by
the Joint Committee in order to ensure STS was able to respond effectively to
incidents, and ensure networks, data and systems remained protected and resilient.

STS recently delivered a series of Cyber training sessions,. The programme had
been designed to strengthen the cyber resilience of STS by providing practical, up
to date, NCSC assured and CPD certified guidance on recognising and responding
to cyber threats. Across sessions held, staff received in person training covering
modern cyber-crime techniques, real world case studies, incident response
principles and actionable steps for protecting personal and organisational data.
Feedback from attendees was extremely positive, highlighting the clarity of the
sessions, the relevance of the examples and the engaging delivery style.

The Chair thanked Fabio Negro for the update and said that it was interesting to
note the learning from the tri-borough incident and added that she was in support of
the training being rolled out with further clarification also provided (in response to
member queries) relating to reference to the term ‘social engineering’ and
impersonation.

As no further matters were raised, the Joint Committee completed their
consideration of the update report. The Chair thanked Fabio Negro for the details
provided and it was RESOLVED to note the update and actions being taken as
detailed in the report.

The meeting closed at 7:09pm.

COUNCILLOR AMANDA DE RYK
Chair

Joint Committee of the London Boroughs of BrentR@@i@n@n and Southwark — 17 March 2026
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Joint Committee of the London
Boroughs of Brent, Lewisham and

ra Southwark

17 November 2026

Brent Report from the Managing Director of

Shared Technology Services

Shared Technology Services Update

Wards Affected: N/A
Key or Non-Key Decision: N/A
Open or Part/Fully Exempt:
(If exempt, please highlight
relevant paragraph of Part 1, Open
Schedule 12A of 1972 Local
Government Act)

None
Background Papers: None

Fabio Negro
Contact Officer(s): Managing Director of Shared Technology
(Name, Title, Contact Details) Services

Email: Fabio.Negro@sharedtechnology.services

1 Purpose of the Report
1.1  This report provides an update on Shared Technology Services (STS).
2 Recommendation(s)

2.1  The Joint Committee is asked to:

o To note the progress taken across the various areas in the detail of the
report.
. To note Lewisham and Southwark council’s formal notice for the exit of the

shared service (Section 11).
3 Introduction to the shared service
3.1  Welcome to all newly elected members, | thought it would be helpful as a brief

introduction to Shared Technology Services, or STS, which serves our three
councils in partnership.
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3.2

3.3

3.4

3.5

4.1

4.2

4.3

down.

4.4

4.5

4.6

4.7

4.8

12

STSis ashared IT service that ensures all three councils have a robust, secure,
and efficient technology infrastructure. We handle everything from day to day
IT support and cybersecurity to major infrastructure projects, ensuring that our
staff and residents receive excellent service. Our work includes managing the
councils' data centres, networks, devices, and cloud services, as well as
supporting digital transformation initiatives. By pooling resources, we achieve
greater efficiency, cost savings, and consistency across the three councils.

We also lead on strategic projects, such as rolling out new collaboration tools,
ensuring compliance with regulatory standards, and enhancing cybersecurity
resilience. In short, STS is the engine room of technology that supports the vital
services each council provides to residents. We are here to ensure that your
technology backbone is strong and aligned with the ambitions of each council.

Although we are responsible for the technology infrastructure and workforce
tools, we are not accountable for digital innovation, digital transformation, or the
support of frontline applications. Those responsibilities remain firmly within the
councils’ digital and applications teams.

We have an overarching strategy, the shared service maintains both an STS
strategy and a dedicated cyber security strategy. We are aiming to bring
forward updated versions of these to a future Joint Committee meeting. This
will give you visibility of our direction and provide an opportunity for you to
contribute to their development.

Summary

Support requests have been managed within service levels.

Priority 1 Incidents have been kept to a minimum, currently the least amount of
P1 incidents on record.

Windows 11 upgrades have been completed and the projects have been shut
Satisfaction levels from staff across all three councils have maintained at 4.6
out of 5 stars

Audits for Technology Risk Management Review and Cyber Assurance Review
are commencing.

Brent and Lewisham Councils are migrating to the Cloud for its remaining on
premise services.

Lewisham have formally confirmed their exit from the partnership.
Savings commitments for 2026/27 have been delivered in full.

Service Level Performance (July 2026 — October 2026)
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For the purpose of this report, we have created a section reflecting on Service
Levels and broken them down into each of the areas to allow us to provide a
better narrative around our performance.

During this reporting period, SLA performance has improved for Priority 3 (P3)
operational incidents and Priority 4 (P4) service requests compared with the
previous period. P3 and P4 performance remains above 90%.

The chart below shows the volume of open calls in STS operational queues
over the past year. Open ticket volumes have increased compared with the
previous reporting period, with the overall trend rising from January as
expected. Progress is being made to reduce volumes from the April/May peak,
and the trend is moving in the right direction. Work also continues to reduce
aged tickets.

Current Open Calls

1,273

Jul 2024 Jan 2025 Jul 2025 Jan 2026 Jul 2026

Below you will see a graph which identifies the trends of raised tickets into
STS queues over the last 5 years and into 2026.
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Jul — Sept 2026 demand has been slightly lower than previous years as IT
services has been more stable.

w

Jan
8158
7386
7300
7072
6967
7435

Feb
7131
6612
6561
6489
6308
6933

7353
6466
7313
5843
6519
6811

Apr
7182
6059
6257
6690
6577
6773

May
7132
6753
7447
6575
6436
6289
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SN

7932
5958
8052
6900
7167
6469

Jul
7580
5888
6617
7698
7334
6866

Aug
6718
5922
5722
6239
5464
5371

Sep
7602
6486
6038
7230
7360
7084

Oct
7673
6479
7394
7599
7651

7188
6979
7064
6864
6824

5495
4659
4967
5168
5037

e Sum of 2021
== Sum of 2022
m—Sum of 2023
= Sum of 2024
m—Sum of 2025

Sum of 2026

Several major initiatives have been completed resulting in stable IT services.
This has contributed to this reduced demand between Jul - Sept 2026,

Windows 11 Upgrades across Southwark and Lewisham - upgrade
provided improved security features, user-friendly interfaces, and
enhanced performance, contributing to a more efficient working
environment.

Laptop Refreshes as part of the Windows 11 upgrade: The upgrade to
Winll has improved services and cleared a lot of older EUC devices
which had exceed end of life, reducing the number of report hardware
failures and repairs.

SD-WAN Infrastructure Project: Implementing SD-WAN achieved better
bandwidth management, increased network speed, and improved
reliability. This has supported the growing user base and ensure seamless
connectivity across all locations.

These projects are critical for ensuring compliance and securing our data.
Additionally, we anticipate that the upgrades will enhance user experience and
performance.

Priority 1 - Major Incidents

A Priority 1(P1) is classed as a major incident and is defined as an incident that
results in the unavailability of or significant degradation to an IT service used
by an entire council or councils or the unavailability or significant degradation
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of a service impacting upon a whole department, a significant number of users
or an entire site or an unavailability or degradation of a critical (Tier 1) business
application/service.

In the reporting period, there were 1 P1 incidents related to STS infrastructure.

o Major incident KPI performance (>3 per month): There has been no
breach of this KPI.

o This is a decrease in the number of MI events on previous report. (March
2026 — June 2026).

2025-09 2025-10 2025-11 2025-12 2026-01 2026-02 2026-03 2026-04 2026-05 2026-06 2026-07 2026-08 2026-09

5.5.3

5.54

5.6

5.6.1

5.6.2

5.6.3

5.6.4

5.6.5

Key: @Al (PO) @ EBrent @ Lewisham @ Southwark ®Target (Mo.)) @ 12M Average Resolved in SLA

After each major incident, STS prepares a detailed Major Incident Report
covering impact, timeline, root cause, and lessons learned. These reports are
shared with affected partners, and review meetings are held as needed.

The lessons learned from each event have informed the advancement of our
incident response protocols, optimisation of processes, and strengthening of
service resilience. Such initiatives are essential to sustaining the trust and
confidence of our partners. We have conducted a thorough review of our
change management procedures and instituted more rigorous oversight
mechanisms.

Priority 2 - Serious Issues

A Priority 2 (P2) is a serious issue that is defined as an incident that results in
either unavailability or degradation of a service which, whilst material, does
not meet the threshold for a P1 (Tier 2).

There were 4 P2 calls raised in STS Hornbill operational queues during this
reporting period.

The target KPI is 15 or less per month. No Month exceeds 15. (Max 2 in July
and Sept 2026).

The target SLA for P2 is 8 hours. 75% within the SLA.
The impact of the P2 events on users varied significantly depending on the

nature of the issue. For example, some incidents led to the unavailability of
critical business applications, causing workflow disruptions. Users experienced
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difficulties in accessing essential services, which in turn affected their
productivity and overall user experience. Additionally, some P2 incidents
resulted in the degradation of key functionalities, compelling users to find
alternative solutions or workarounds, which were often less efficient and more
time-consuming.

v

. - - [ |
[ HE B B CJ C
2025-09 2025-10 2025-11 2025-12 2026-01 2026-02 2026-03 2026-04 2026-05 2026-06 2026-07 2026-08 2026-09

Key: ®EBrent ®Lewisham @ Southwark ®Target (Mo.) 12M Average Resolved in SLA

5.7  Priority 3 — General Issues

5.7.1 A Priority 3 (P3) issue is defined as one that results in a partial loss of service
or functionality with no or limited business impact and for which a workaround
may be available.

5.7.2 The P3 SLA target is to resolve 90% of incidents within two working days. The
rolling monthly P3 SLA for the reporting period was 90%. Lewisham’s average
has improved to 89.2% The SLA target is to reduce to 85% in the next quarter
as agreed.

5.7.3 The volume of Lewisham tickets has remained higher compared to previous
years during this reporting period. With the completion of the Windows 11
rollout, the expected reduction in raised P3 tickets has not occurred. Demand
remains high for Lewisham compared to Southwark and Brent.

2,000

100%

90%

Tickets
% in SLA

1,000 I I . . l I . I l I
0 l l l l l . . l l . l 70%
2025-09 202510 202511 2025-12 2026-01 2026-02 2026-03 2026-04 2026-05 2026-06 2026-07 2026-08  2026-09

Key: @Brent @ Lewisham @ Southwark ®Target ©5TS % Resolved in SLA @STS Rolling Average

5.7.4 The top 10 categories for P3 calls logged in STS Hornbill operational queues
during this reporting period are illustrated as follows:
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Top 10 P3 Service categories raised
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5.7.5 Ticket mgmt. improvement to data quality has reduced the occurrence of the

5.8

5.8.1

5.8.2

5.8.3

Tickets
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‘Top Level Request’ category. This improvement scope has expanded to
include Node4 and Internal use. Tickets will be manually reclassified to more
appropriate categories where no option has been selected by the user at the
point of logging.

Priority 4 - Service Requests

A Priority 4 (P4) request is defined as a request for standard service or a
catalogue item.

o The target SLA is to resolve 80% within 5 working days.
o The SLA target is to reduce to 75% in the next quarter as agreed.

The rolling monthly P4 SLA for the reporting period is 94%. With improvements
seen month on month.

Demand increased in July and Sept in line with annual trends, as staff take
leave and return during the summer holiday period.

100%

H’| ri’iT*"TiTi :
| II| I||| I|T,

2025-09  2025-10  2025-11  2025-12  2026-01  2026-02  2026-03  2026-04  2026-05 2026-06 2026-07  2026-08  2026-09

QL

% in SLA

o
Q
=

<
S

Key: ®Brent @ Lewisham @Southwark ®Target ©5TS % Resclved in SLA @5TS Rolling Average

5.8.4 As with the P3s, the trends are consistent and expected compared to previous

reporting periods.
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Ticket mgmt. improvement has reduced the number of tickets incorrectly
classified by service. Manually reclassified to more appropriate categories has
improved trend analysis.

Onsite support

STS Service desk provide on-site support across the following site during the
agreed operational hours:

. Main offices of Brent Civic Centre, Lewisham Laurence House, and
Southwark Tooley Street: 08:00 to 18:00.

) Southwark Queens Road and LGA main office: 09:00 — 17:00.
o Southwark Mobile site: Support is provided for non-main offices and
events as defined in the approved requests for on-site support. These are

typically Council meetings and training events.

These locations are strategically designated, and well-signposted areas ensure
a consistent, high-quality user experience.

The onsite teams across the three partner councils typically take care of four
major functions:

o Visitor/in person support service
o Site visit support service. 230 office sites across the councils

o Starters, Movers and Leavers (SMalL) — Onboarding/Offboarding of IT
Services.

o IT User Hardware management — Provisioning, repairs and stock
management.

The QMinder system allows us to provide a controlled queueing and notification
mechanism for those users needing face-to-face support.

The table below provides the statistics for this reporting period produced by
QMinder show that across the agreed locations for the reporting period:
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Lewisham Laurence House 3028

19

No. of visitors = Avg wait time Avg service time

0:06:33 0:07:57

Southwark Tooley Street 249 0:03:50 0:26:06
Brent Civic Centre 2220 0:08:05 0:14:43
® Southwark Queens Road 141 0:31:30 0:21:44

o Wait times (target <5min):

©)

®)
@)

o

Lewisham and Southwark council: remain stable across main council
sites.

Brent Council: There has been an improvement in the Avg. wait time.
LBS Queens Road has improved the Avg. wait time by 25 mins
compared to previous period.

Lewisham continues to have the highest number of visitors.

o Average service time (target <15min):is dependent on the time type of
issue. The tickets that take the longest tend to be laptop and mobile swaps
as the setup can take 30-45min.

o

®)
@)

Lewisham Council: increase in service time as the new Win11 laptop
process shifts to BAU.

Brent council: remain within the KPI target.

Southwark Council: performance has not improved. Further changes
to the Windows 11 laptop setup have not improved the time it takes
with new staff.

LBS Queens Road: improved visitor mgmt. has improved the service
time.

5.9.4 Reasons for users visiting the onsite support teams are broadly similar with the
categories for each council:

o There are now 7 service categories.
o Trends: distribution remains consistent compared to previous months.

o

@)
©)

laptop/mobile repairs, remain the most frequent reason for onsite
support.

Starter/Leavers remains consistent.

Southwark showed an increase in request for accessorises in Sept.
2026.

Brent
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5.10 Telephony Support

5.10.1 Our telephony supplier serves as our primary telephone service provider for the
IT Service Desk. When employees contact the IT Service Desk, their calls are
routed to the telephony supplier engineers who operate on behalf of all three
councils. These engineers possess the necessary access permissions to
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autonomously resolve tickets. To ensure they can accurately navigate our
system configurations, they have been provided with detailed scripts.
Enhanced collaboration and knowledge sharing between STS and the
telephony supplier engineers are facilitated through a dedicated Teams Chat
and weekly meetings. Furthermore, monthly service reviews are conducted to
monitor KPls and identify emerging trends.

o The first-time fix rate performance has dropped to 14%. STS are working
with the telephony supplier to improve FTF.

o As the contract is in its final year, we will develop tender requirements and
engage with partners on whether they wish to improve this KPI further.

o The table below shows the first-time fix rate performance.

Noded First Time Fix %
30%

25% 24.00% 23.60%
° ®
./ \./

20% 22.00% 22.00%

Sep Oct  MNov Dec Jan Feb Mar  Apr  May Jun Jul Aug  Sep
2025 2026

o The average queue time is now below five minutes, meeting the expected
standard.
Calls handled within 5 minutes is above 90%

Reachability (% of calls answered within 5 m...

- 04,79 5 oy 05.6% -

100% 91.1% B2 92.2% Jo0% 91.9%

53% I I I I
0% .

May Jun Jul Aug Sep

2026

o Ticket volumes submitted by partners are summarised below:

o Brent: volumes remained consistent.

o Lewisham: volumes increased during the Windows 11 rollout. It
has remained higher than priory to the Windows 11 rollout.

o Southwark: continued to fall since June, with a raise in Sept. as

staff return from the summer holiday period.
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Node4 Calls Raised
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5.11 User Satisfaction

5.11.1 As part of understanding how satisfied colleagues are with the service they
have received from STS.

5.11.2 STS Service desk follows up with all very dissatisfied and dissatisfied
responses within two working days, ensuring that these interactions are
meticulously recorded in a centralised system. This proactive approach not only

addresses immediate concerns but also aids in enhancing the overall quality of
support services.

5.11.3 The CSAT survey results for the reporting period are shown below with an
average score of 4.6 out of 5.

CSAT by Month

Company @ ®Brent @Lewisham @LGA @ Southwark

50 -

45

e

35

3.0
Apr 2026 May 2026 Jun 2026 Jul 2026

Month

Aug 2026

Month April May June July August September
Company CSAT No. of Surveys CSAT No. of Surveys CSAT No.of Surveys CSAT No. of Surveys CSAT No. of Surveys CSAT No. of Surveys

[ 50 1

Brent ‘ 47 58 46 61 46 57 48 47 47 47 46 64
Lewisham | 4.6 78 42 53 48 67 44 51 48 44 45 44
LGA 4.0 12 48 15 48 ‘\9 4.5 ‘H 4.7 ‘M 48 15
Southwark | 4.4 87 46 48 47 45 46 87
st Lo ETEE ‘I- “ -E- “

5.11.4 The number of surveys completed has decreased in the reporting period
compared to the previous reporting period. Down by 15%

The percentage of tickets, with a completed survey remains at 3%

Our overall Customer Satisfaction score has remained stable in this period.
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5.11.5 Follow-up engagement and analysis of the very dissatisfied and dissatisfied

responses show that most are related to tickets being closed without resolving
or confirming the issue has been resolved.

There are still many false positives, where the reporting staff had selected the
wrong option or they system did not register the selection correctly.

5.11.6 STS service desk teams are actively encouraging staff to complete the

6.1

6.2

6.3

6.4

7.1

Customer survey when engaging with staff, to improve the number of surveys
completed.

Continuous Service Improvement, ITSM Management

Starters, Movers & Leavers Design & Improvement. To counteract the
challenge of relying on a third-party developer to make alterations to both the
front-end forms and back-end processes, the team are leading on bringing the
front-end into our ITSM tool. This will aim to reduce the time taken for
development and improvement, as well as various ad-hoc requests for changes
of information within the forms. A proof of concept is currently in development,
and this is a high priority so that ownership can be brought back in-house.

Closure Code redesign. To improve the quality of ticket closure data, there has
been ongoing development to recategorise and relaunch a new set of STS
closure codes. This is now partly ready to launch, with the opportunity for input
and feedback from engineers when it does go live.

LOTI Security Scorecard Integration. The team has co-ordinated with our
development partner to setup an email integration that automatically raises a
ticket when a LOTI Security Scorecard alert is sent. This is assigned to the STS
Security Team to investigate and ensure we are protected against any possible
threat.

Qminder Appointments. A new feature became available within Qminder to
integrate into Outlook calendars and create appointments. There had been an
earlier use case for the User Access Team to setup appointments with new
starters or leavers. The team worked alongside the Project team to configure
this capability and with the On-Site teams to test.

Audits

The last period has seen the following audit progress:

o Brent Technology Risk Management Review - Terms of Reference
agreed, fieldwork due to commence November 2026.

o Brent Cyber Assurance Review - Terms of Reference agreed, fieldwork
due to commence November 2026.

o Lewisham IT Support — Still in progress.
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Since the last report, 5 audit recommendations have been completed and 0
new actions identified. In total, we currently have just 5 recommendations
where actions are underway.

Project Updates
Laptop Refresh / Windows 11

The Laptop Refresh Programmes across Lewisham and Southwark were
substantially completed during the reporting period, with Windows 11 devices
successfully deployed across both estates. The programmes have significantly
reduced the councils' reliance on legacy technology, strengthened cyber
security controls, and improved the user experience through the adoption of
modern endpoint management capabilities.

Following completion of the deployment phases, activity has transitioned to
business-as-usual support arrangements, asset recovery, and disposal of
legacy equipment. The programmes have delivered the intended strategic
outcomes and remain within approved funding envelopes.

Zero Trust Network Access (ZTNA)

STS has continued the implementation of a Zero Trust Network Access (ZTNA)
solution for Brent, Lewisham and the LGA. The programme forms a key
component of the wider cyber security roadmap and will provide a modern,
policy-based approach to secure remote access across partner organisations.

During the reporting period, technical design activities, requirements validation
and environment configuration were completed. The programme remains on
track and is progressing in accordance with the approved implementation plan,
providing the foundations for a consistent Zero Trust security architecture
across the partnership.

Network Upgrades (SD-WAN)

STS has continued to make significant progress in delivering the Software-
Defined Wide Area Network (SD-WAN) programme across the partner
councils. As at October 2026, Brent has completed 33 site migrations,
Lewisham 31 site migrations and Southwark 155 site migrations, with only a
small number of locations remaining within scope for completion.

The programme continues to deliver strategic benefits through improved
network resilience, enhanced connectivity, improved performance of Microsoft
365 services, and reduced reliance on traditional leased-line infrastructure.

Server Upgrade Programme

The Brent and Lewisham Windows Server 2012 remediation programmes have
been completed and successfully transitioned into business-as-usual support
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arrangements. Delivery of these programmes has removed significant
operational, security and compliance risks associated with unsupported server
infrastructure.

Southwark’'s server modernisation programme remains in progress and is
focused on the remaining Windows Server 2016 estate. As at October 2026,
60 of the 66 identified servers have been migrated or decommissioned, with
the remaining activity aligned to wider infrastructure modernisation initiatives.

The programme continues to support the strategic objective of reducing
technical debt and minimising risks associated with legacy infrastructure across
the shared service.

Microsoft Defender

The implementation of Microsoft Defender for Cloud is nearing completion
across the partner environment and has successfully replaced legacy server
security tooling across the majority of supported infrastructure. The programme
has strengthened cyber resilience through enhanced threat detection, security
monitoring and cloud security posture management capabilities.

The migration from Proofpoint to Microsoft Defender for Office 365 has been
successfully completed across all partner organisations. The programme has
improved integration with the Microsoft security ecosystem while reducing
reliance on third-party security services and associated licensing costs.

Procurement Updates
Procurement and Commercial Management

The procurement pipeline remains particularly active, with a significant
programme of contract renewals, extensions, new procurements and
commercial reviews being managed across Shared Technology Services.
Activity during the reporting period has focused on maintaining continuity of
critical technology services, delivering value for money, strengthening supplier
and contract management arrangements and ensuring that commercial
decisions support the planned exits of Southwark and Lewisham from the
partnership.

The procurement function continues to support business-as-usual
requirements across the partnership, including contract renewals and
extensions, compliant call-offs and direct awards, market engagement,
commercial negotiations, invoice validation, procurement governance and
ongoing supplier-management activity. Forward planning is being coordinated
through the procurement pipeline so that requirements, funding, procurement
routes and partner decisions are identified sufficiently early to minimise service-
continuity and compliance risks.

Particular emphasis is being placed on contracts supporting cyber security,
service desk operations, infrastructure, cloud services, software licensing,
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mobile services, backup and storage. These contracts are being reviewed not
only against immediate operational requirements, but also for flexibility,
portability, termination rights and the ability to separate services between
partner authorities where required.

Procurement Resources and Staffing

An interim procurement resource has been appointed to provide dedicated
commercial support to the Southwark and Lewisham exit programmes. The
resource brings relevant experience in public-sector procurement, contract
transition, supplier exits, contract novations, governance reporting, contract-
register management and transition planning. The appointment strengthens
capacity to undertake detailed contract analysis and manage the increasing
volume of commercial activity arising from the partner exits.

Approval has also been obtained to commence replacement recruitment for the
existing Commercial Contract and Procurement Manager and Senior
Procurement Officer posts, following notification that the current postholders
will leave STS during December 2026 and January 2027. These roles are
central to the day-to-day delivery of procurement, contract management,
supplier engagement, commercial governance and value-for-money activity
across the partnership. Recruitment is being progressed to protect operational
continuity, retain knowledge and maintain suitable commercial oversight during
a period of significant procurement and transition activity.

Business-as-Usual Procurement and Commercial Benefits

Procurement activity between July and October 2026 has continued to generate
material financial and operational benefits. The current assessment identifies
more than £800,000 of cashable savings and approximately £400,000 of
additional cost avoidance, arising from supplier negotiations, commercial
challenge, invoice validation, benchmarking, licence rationalisation and
contract optimisation.

Key outcomes include:

o Cost avoidance exceeding £400,000 through negotiations and contract
arrangements for Multifunctional Device printing services.

o approximately £50,000 of shared savings through the Telecoms Expense
Management Services contract, together with retrospective tariff
reductions.

o approximately £140,000 of savings arising from intervention in the
Southwark Ivanti Unified Workspace Management renewal and
associated billing issues.

o approximately £268,000 of savings through the transition from Proofpoint
to Microsoft Defender for Office 365.

o approximately £15,000 of savings through market testing and
benchmarking of Southwark AutoCAD licensing.
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o consolidation of backup and storage services onto the Rubrik platform,
reducing duplication and simplifying supplier and contract-management
arrangements.

o commercial negotiations on the Zero Trust Network Access and Secure
Access Service Edge programme that reduced proposed costs by more
than £400,000.

In addition to direct financial benefits, these activities have strengthened
supplier accountability, improved expenditure transparency and helped align
contracts with STS’s cloud, cyber-security and future operating-model
requirements.

Upcoming and Priority Procurements

Forward procurement activity is focused on a number of critical renewals and
new requirements across 2026 and 2027. Priorities include Mobile Voice and
Data services, the future Managed Extended Detection and Response/Security
Operations Centre service, vulnerability-management services, service desk
telephone support, backup and storage arrangements and associated mobile-
device requirements.

Planning has commenced for a partnership-wide mobile device refresh aligned
with the future Mobile Voice and Data procurement. Initial market analysis,
benchmarking and options appraisal have been undertaken, and work is
progressing to confirm partner requirements, rationalise device estates and
identify further commercial efficiencies.

The service desk telephone support contract is approaching expiry. Work is
underway to develop the future requirement and procurement approach,
including consideration of stronger performance arrangements relating to first-
time-fix rates and associated service levels.

Where procurement activity has not attracted a suitable market response,
requirements and procurement strategies are being reviewed before any further
approach to market. This is intended to ensure that specifications are clear,
deliverable and commercially attractive, and that future tender exercises
provide a realistic basis for competition.

Southwark and Lewisham Exit: Contract and Supplier Management

Commercial and procurement work is a key component of the partner exit
programmes. Detailed reviews are being undertaken across contracts,
suppliers, expenditure, licences, assets and technical dependencies to
determine the appropriate treatment of each arrangement. Options being
assessed include allowing contracts to expire naturally, continuing shared
provision, separating requirements at renewal, varying or novating contracts,
undertaking replacement procurements or terminating arrangements that are
no longer required.
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A contract-by-contract assessment is being maintained to capture contract
value, partner cost shares, contract periods, renewal and novation options,
usage, technical dependencies, financial impacts and the recommended
treatment for STS and each exiting partner. The approach deliberately avoids
assuming that every contract should be novated; each arrangement is being
assessed on its contractual, operational, technical and financial merits.

For Southwark, current planning anticipates service transitions taking place
through controlled phases during 2027. Contract and supplier changes will be
aligned with the relevant transition waves to protect service continuity and allow
sufficient time for knowledge transfer, novation, re-procurement and separation
activity.

A number of contracts are expected to be renewed initially by the host authority
and subsequently transferred to Southwark at an appropriate contractual point.
Other services may lapse, be independently re-procured by Southwark or
remain shared for a defined period. The procurement and finance teams are
working together to assess potential cost transfers, stranded costs,
prepayments, licence consequences and changes to the remaining Brent and
Lewisham cost base.

Recent reviews have identified the need for a documented cost-impact
assessment for every contract affected by the exits, with material
consequences for the remaining partners communicated through the
appropriate governance arrangements.

Council Updates
Brent Digital Update
Brent Council continues to progress its Digital Strategy, with activity focused on

enhancing resident access to services, improving organisational efficiency and
strengthening the Council's digital capabilities.

10.1.1 The Council has continued to develop and expand digital service delivery

channels, enabling a greater proportion of resident interactions to be completed
online. Work remains focused on improving the usability and accessibility of
digital services, reducing avoidable contact and supporting residents to self-
serve through integrated digital platforms where appropriate.

10.1.2 Delivery of the Council's digital transformation programme has continued

across a number of service areas, with ongoing work to review business
processes, increase automation and improve the use of corporate data to
support operational and strategic decision-making. These initiatives are
intended to streamline service delivery, improve customer experience and
deliver efficiency benefits across the organisation.

10.1.3 The Council continues to make progress in developing its data and business

intelligence capabilities. Investment in Al enables services, innovation, data
platform, reporting and analytics tools is supporting improved visibility of service
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performance and enabling evidence-based decision-making across
directorates.

10.1.4 A programme of technology modernisation remains underway, including
continued investment in end-user computing, core infrastructure and cloud-
based solutions. This activity is helping to improve system resilience, security
and performance while reducing reliance on legacy technology.

10.1.5 The Council continues to work collaboratively with Shared Technology Services
(STS) to deliver strategic technology initiatives and maintain secure, resilient
digital services. Key areas of focus include cyber security, infrastructure
resilience, cloud migration, service improvement and the adoption of modern
workplace technologies. Through the partnership, Brent continues to benefit
from shared expertise, economies of scale and joint investment in technology
capabilities.

10.1.6 Cyber security remains a significant priority. The Council continues to
strengthen its security controls through ongoing improvements to identity and
access management, vulnerability management, security monitoring and staff
awareness programmes. These activities support the Council's wider cyber
resilience objectives and contribute to the protection of critical systems and
information assets.

10.1.7 Officers will continue to report progress against the Council's digital priorities,
including transformational programmes, cyber resilience initiatives and digital
service improvements, through established governance arrangements.

10.2 Lewisham Digital Update

10.2.1 Continued rationalisation of the application estate and review of shadow IT
arrangements to improve governance, security and value for money, e.g.
Artemis legacy pension fund management system.

10.2.2 Supported high-profile procurement activity, including Social Care Case
Management and Revenues & Benefits programme planning.

10.2.3 Progressed the Oracle Improvement and Enhancement Programme,
establishing a structured approach to prioritise and deliver improvements
across HR, Finance and Procurement functions. Discovery work identified over
200 business pain points and converted these into prioritised improvement
packages.

10.2.4 Supported onboarding of support, knowledge transfer and escalation
management for new applications including Locata, Visiontime and
TotalMobile.

10.2.5 Advanced implementation of Conditional Access and device compliance

controls to improve protection of corporate data and reduce risks associated
with compromised accounts and unmanaged devices.
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10.2.6 Review of resilience playbook following recent PHP zero day activity.
10.3 Southwark Digital Update
10.3.1 Exit from the Shared Technology Service

The Southwark exit from the shared technology services is progressing well
and on track to fully exit the partnership no later than March 2028. A Southwark
Target Operating Model, resulting from the exit, has been agreed and
recruitment of new roles into Digital and Resident Experience (D&RE) is
underway.

There are a number of technology decoupling projects in-flight, and a strategy
and approach is being developed to novate any required IT contracts by mid
2027.

Current plans will also see services transitioning into the council from May 2027.
10.3.2 Infrastructure Modernisation

Good progress has been made on infrastructure modernisation with a number
of major programmes either completed or due to complete by the end of 2026.

The network transformation programme approaches conclusion with one site
remaining to complete. This final site is undergoing significant refurbishment
with users expected to move in from January/February 2027. Once the site has
been handed over from the building contractors, the final implementation works
will be completed and this is now expected before the end December.

The cloud migration programme concluded in September with the majority of
council services now migrated to modern cloud platforms. Some minor work
remains due to external business dependencies, and this work will now be
delivered by the technology decoupling workstream under the Vision 360
programme

The first phase of implementing a zero trust security architecture has been
completed and working well with service support and maintenance being
provided outside of the STS partnership.

Analogue to Digital switchover there is one site left to switch which is in progress
with digital switch over set to complete in November, ahead of the year end final
deadline.

The Laptop replacement programme has now concluded.

10.3.3 Cybersecurity and Audit Readiness
Cybersecurity remains a high priority. We have strengthened our cyber
security posture by implementing a formal third-party supplier assurance

framework, enabling continuous monitoring, and embedding robust access,
audit, and incident response controls across all supplier engagements.
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Key themes for 2026 remain on track and include:

o User Awareness Training — continue to train and raise cyber security
awareness through online learning videos, mandatory training modules
and phishing campaigns.

o Cyber Incident Response: Ensure the teams are prepared in the event of
a Cyber Breach Scenario to respond quickly and maintain the
confidentiality, integrity and availability of the Council’s systems reducing
impact to operations and critical services.

o Continuously improving security posture and controls across all services.

o Continuing to improve end-to-end security processes & governance
across all teams.

o Maintaining alignment to external accreditation standards.

10.3.4 Data and Platform Modernisation
The team continues to lead on data transformation:
Establishing a primary data platform and completing the decommissioning of
legacy data environments completed in June 2026. The team continue to work
on set up and governance to ensure the platform is secure, well governed and

scalable.

Modernisation of existing data technologies has been prioritised in line with the
introduction of the modern end user device environment.

Manage and govern the citizen developer ecosystem enabling staff to safely
explore and innovate while ensuring appropriate governance and support are
in place as solutions evolve into business-critical services.

10.3.5 Robotic Process Automation (RPA)

RPA is being actively deployed across Southwark Council to streamline
repetitive, rule-based tasks. Key highlights include:

. Standardised patterns for implementing and end to end process for
managing implementations and assessing business value

. Currently 38 automations running saving over 150 hours of staff time per
week. A further 60+ are in development or future pipeline of work.

10.3.6 Artificial Intelligence (Al)
Al is being scaled across the council to support smarter, data-driven services
and remains central to the D&RE 2026—-2027 goals, with a focus on expanding

automation, improving service delivery, and reducing costs.

Key focus areas include:
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o Southwark Council have developed and published an Al & Automation
Policy. The policy covers our principles for responsible Al use
(Accountability, Sensitive Data, Decision-Making). Acknowledgement of
the environmental impact and the need for sustainability.

o Monthly Al & Data Steering Group provides strategic oversight, ensuring
all Al initiatives align with council policy, risk management and ethical
standards.

o Continuing to upskill the workforce in Al literacy. Guidance to support staff
to use Al safely, securely and in-line with council policies. Additional
training to build confidence and capability and continuing to build a
community of practice within the council.

10.3.7 Telephony

The council is working to consolidate its telephony infrastructure to provide a
more consistent and integrated experience for residents and staff. This will
simplify the current mix of platforms, improve connectivity between services and
enable more effective use of shared functionality, data and management
information.

The programme will establish a more streamlined and cost-effective telephony
model, reducing duplication and complexity, improving our ability to manage
services consistently. The future approach will balance standard telephony
capabilities with the more advanced contact centre functionality needed by
high-volume resident-facing services.

10.3.8 Collaboration and Productivity

11

The council is progressing plans to migrate its business information from legacy
shared drives into modern collaboration platforms. The migration will improve
collaboration, document management, information governance, security and
access to information, while reducing reliance on legacy infrastructure and
delivering ongoing savings.

Detailed planning is now focused on delivery costs, data retention, permissions,
business ownership and identifying application-related files that cannot be
migrated.

Joint partnership exits

11.1 Southwark Exit from Shared Technology Services

11.1.1 Southwark Council formally issued notice to exit the Shared Technology

Services (STS) partnership on 27 January 2026, with an intended completion
date of 31 March 2028.

11.1.2 Southwark has appointed a dedicated Transition Manager to coordinate

activity, manage risks and ensure delivery against an integrated programme
plan known as Vision 360 (V360).
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11.1.3 Since July 2026, significant progress has been made in completing service
discovery and baseline activities, as collaborative activities between STS and
Southwark. Detailed reviews of applications, infrastructure, contracts,
suppliers, assets and support arrangements have been undertaken to identify
separation requirements, contract novation opportunities, and areas requiring
re-procurement. Workstreams have also progressed technical dependency
mapping and separation planning across key technology platforms.

11.1.4 Southwark's Target Operating Model (TOM) has now been developed and is
informing detailed transition planning. As roles are advertised in Southwark's
new structure, they are shared with the Brent-employed STS staff group.

11.1.5 Detailed transition planning is now underway across all workstreams. The
phased migration of services from STS to Southwark remains scheduled
between March 2027 and November 2027 and will be delivered through
controlled transition waves incorporating service continuity planning,
knowledge transfer, contract and supplier changes, asset transfers and
workforce-related activity.

11.2 Lewisham Exit from Shared Technology Services

11.2.1 Lewisham Council formally issued notice to exit the Shared Technology
Services (STS) partnership on 12 October 2026, with an intended completion
date of 12 October 2028.

11.2.2 Lewisham has appointed a dedicated Exit Programme Manager to coordinate
activity, manage risks and ensure delivery against an integrated programme
plan.

11.2.3 Transition planning activities have commenced to support an orderly
withdrawal from the shared service. Governance arrangements are being
established to oversee delivery of the programme within Lewisham.

11.2.4 A key dependency for Lewisham's successful technical separation is the Cloud
Migration programme, which will run in parallel with other exit activities.

11.3 STS Transition Management and Exit Governance

11.3.1 STS has appointed a Transition Manager to oversee the exit programme from
the shared service perspective, including supporting the Southwark and
Lewisham transitions and leading the redesign of STS to operate effectively for
Brent as the remaining authority.

11.3.2 Governance arrangements are in place through a monthly Joint Exit Board,
which reports into the bi-monthly Joint Management Board (JMB).
Representatives from all partner councils continue to participate in governance
forums to ensure transparency, effective risk management and timely decision-
making throughout the transition period.
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11.3.3 In parallel, STS has progressed its future operating model and organisational

design work to establish the structure, services and resourcing arrangements
required during and after the exit of Southwark and Lewisham from the
partnership.

11.3.4 During the reporting period, engagement activities have commenced with

affected stakeholders to support organisational design, workforce planning and
transition activity. Preparatory work has also been undertaken in relation to
consultation requirements, people impacts and TUPE considerations, with
formal processes to be undertaken as programme plans mature.

11.3.5 STS is working collaboratively with all three partner councils to ensure service

12

12.1

13

13.1

13.2

13.3

13.4

13.5

continuity, manage risks and maintain operational resilience throughout the
transition period. Further updates on programme mobilisation, governance
arrangements, milestones and timescales will be reported to future Joint
Committee meetings as planning activities progress.

Inter Authority Agreement

A review will be conducted around the Inter Authority Agreement to ensure a
robust transition for the exiting councils.

Financial Considerations

The approved STS revenue budget for 2026/27 remains £17.09m, comprising
£8.01m of non-controllable expenditure, including contract, licensing and
infrastructure costs, and £9.08m of controllable expenditure relating primarily
to staffing, consultancy and service delivery resources.

Between July and October 2026, budget management activities have continued
to focus on maintaining financial stability during the transition period associated
with the planned exits of Southwark and Lewisham from the Shared
Technology Services partnership. Expenditure remains under close review to
ensure that investment decisions support both ongoing service delivery and
transition requirements while avoiding the creation of unnecessary long-term
financial commitments.

During the reporting period, work has continued to identify, validate and deliver
savings opportunities across staffing, contracts, third-party spend and
operational efficiencies. The previously agreed savings target of approximately
£694k for 2026/27 have been realised.

Financial modelling has been undertaken to assess the medium-term impact of
partner exits on the future cost base of STS. This includes reviewing contractual
commitments, shared service overheads, staffing requirements and potential
one-off transition costs to support the redesign of services for the remaining
partner authorities.

The programme continues to identify and quantify any financial implications
associated with contract novations, procurement activity, asset transfers and
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organisational redesign. These costs and any associated savings opportunities
will be incorporated into future financial planning and reported through the Joint
Management Board and Joint Committee as the transition programmes mature.
13.6 Expenditure associated with transition and separation activities is being
monitored separately to ensure transparency and enable effective
management of programme-related costs across all participating councils.
14 Legal Considerations

14.1 This report is for noting. Therefore, no specific legal implications arise from
the report at this stage.

14.2 Brent Council hosts the Shared Technology Service, pursuant to the Local
Government Act 1972, the Local Government Act 2000, the Localism Act 2011
and the Local Authorities (Arrangements for the Discharge of Functions)
(England) Regulations 2012.

14.3 These provisions allow one council to delegate one of its functions to another
council as well as allowing two or more councils to discharge their functions
jointly with the option of establishing a joint committee.

14.4 Joint Committees can in turn delegate functions to one or more officers of the
councils concerned.

14.5 Decisions of Joint Committees are binding on the participating councils.
However, subject to the terms of the arrangement, the council retains the ability
to discharge that function itself.

15 Equity, Diversity & Inclusion (EDI) Considerations

15.1 None specific relating to this update.

16 Climate Change and Environmental Considerations

16.1 There are none.

17 Consultation with Ward Members and Stakeholders

17.1 There are none.

18 Human Resources/Property Implications

18.1 There are none.

Report sign off:

Minesh Patel
Corporate Director Finance & Resources —
Brent Council
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Agenda Iltem 10

By virtue of paragraph(s) 3 of Part 1 of Schedule 12A
of the Local Government Act 1972.

Document is Restricted
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